Connecting to the Residence Hall Wireless Network
August 2006, Information Technology Services, 214-768-4357

Wireless service is available in all Residence Halls and in the common areas in most Fraternity houses. The Wireless system used
within the residence hall is separate from the campus wireless and requires a separate configuration. The following instructions are
for use with the residence hall wireless network only.

Windows XP
A. Configuration Instructions
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Click Start

Click Settings (or select Connect To)

Click Network Connections (Or select Show all Connections)

Right click the Wireless Connection

Select Properties

Select the Wireless Network Tab

Click Add

Enter PerunaNet as the Network Name (SSID)(This is case sensitive) (Figure 1)
Select WPA for Network authentication

Select TKIP for Data Encryption

Check the box next to “Enable IEEE 802.1x authentication for this network.”
Select Protected EAP (PEAP) for the EAP Type

Uncheck Authenticate as computer when computer information is available
Uncheck Authenticate as guest when user or computer information is
unavailable

Click Properties

Uncheck “Enable Fast Reconnect” (Figure 1)

Click Configure

Wireless network properties

Association | Authentication | Connection
Network name (S50} |PerunaHat |
Wireless network key
This network requires a key for the following:
MNetwork Authentication:
Data encryption: TKIP -

Uncheck the box to “Automatically use my Windows logon name and password (and domain if any.)”

Click OK (4 times)
Click OK

In the Wireless Network Connection Properties window, you should now see the wireless profile. Remove any other

preferred network that appears in the list. Do not remove the PerunaNet profile.
Click the Advanced Button

Select Access Points Infrastructure Networks Only

Uncheck Automatically Connect to Non Preferred Networks

Click Close

Click the Advanced tab

Under Internet Connection Sharing, uncheck Allow other network users to connect using this computer’s internet

connection.
Wireless network properties g| Protected EAP Properties El@
Association | Authertication | Connsction Vhen connecting:
Validate server certificate
Select this option to provide authenticated network access for e .,

wireless Ethemet networks.
s31rad.systems, smu.edu

Enable IEEE 802.1x authentication for this network
Trusted Root Certification Authorities:

EAP type: Protected EAP (PEAF) - [ Thawte Personal Freemail CA -~
[] Thawte Personal Premium CA
D Thavte Premium Server CA
[] Thawte Server CA

[ Thawte Test CA Root

D Thawte Timestamping CA
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[] Authenticate as computer when computer information is available

[ Authenticate as guest when user or computer information is
unavaiable [C]Do not prompt user to autharize new servers or trusted
certification authorities.

Select Authentication Method:

Secured password (EAP-MSCHAP v2) ~

[C]Enable Fast Reconnect

- Wireless Network Connection Properties E‘ E‘

Genaral | Wireless Networks | Advanced

Use Windows to configure my wireless network settings

Available networks

To connect to, disconnect from, or find out more infarmation
about wirgless networks in range, click the button below.

View Wireless Networks

Prefemed networks
Automatically connect to available networks in the order listed
below

(P Perunalet (Automatic)

[ Add H Remove ” Properties ]

Leam about setting up wirsless network

configuration.

(Figure 2) (Figure 3)

(Figure 4)



B. Registering your computer
1. Click the popup window that appears on the task bar. (Figure 5)
2. Another popup will appear on the task bar indicating that
Windows is ready to
process your logon credentials. Click on that popup window.
3. Enter your SMU ID number and your account password.

(Figure 7)
4. Leave the logon domain blank Eltan Coudestiale ®
5. Click OK
6. Another window will appear

requesting that you accept the
security certificate. Click OK.

(Figure 6) -
Legon doman:
o wireless Network Connection E
Click here to select a certificate or other aredentials for
connection to the network Perunalet
(Figure 5) (Figure 7) (Figure 6)

Anytime you restart your computer and attempt to access the wireless network, you will be prompted to register in order to
obtain your wireless connection

C. Disabling and Enabling your Wireless Connection
Many laptops with built- in wireless cards have an easy on/off button. If your laptop has this Gonerel | Wirsless Networs | Advaroed

feature, you simply need to turn the wireless connection off when attempting to use the wired Comect using

network. To connect to the wireless network, disconnect your computer from the wired network | Bosteom g etemence 22| [ Conure
(unplug the network cable) and then turn on your wireless connection. This connecton uses the folowng tems

[ 1Cliert for Microsoft Networis ~
.@ File and Printer Sharing for Microsoft Networks
4210105 Packet Scheduler

If your laptop does not have an on/off button, you will need to do the following:

L] T NWLink NetBIOS 5 o]

Adding the Wireless Icon to the System Tray (one time setup) [D':" ) [ vt ] [ Popstes

1. Click Start s our ot 265ess resauroes on 2 Mirsal

2. Click Settings ”

3. Click Network Connections (2] Show e nsfieation rea when cennected -

4. Right click the Wireless Connection e e o o e oo ey

5. Select Properties

6. Verify that the “show icon in notification area when connected” is checked (Figure 8)

7. Click OK
To disable your wireless connection: (Figure 8)

1. Right click on the Wireless connection icon in the system tray (Figure 9)

2. Select Disable
To enable your wireless connection:

1. Right click on the Wireless Connection icon in the system tray (Figure 9)

2. Select Enable .

. . Choose a wireless network

D. Connecting to the Campus Wireless Network ,
The Residence Hall Wireless network and campus wireless network are completely o, T S e e
separate. Once you leave the residence halls, your computer should automatically detect | (T) i et h
the campus wireless network. To switch from PerunaNet (Residence Hall System) to L scunicemtied welemns onki oo ail]
SMU1911 (Campus Wireless network), do the following: “ﬁ*’ e ﬂ;

1. Double click the Wireless Connection Icon in the system tray e sl

2. Click on the SMU1911 wireless network (Figure 10)

3. Click Connect

4. Open Internet Explorer

5. Complete the registration for the campus wireless system.

(Figure 10)




